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ABSTRACT

Internet of Things (IoT) devices connected to the network without appropriate security solutions have become a serious
security threat to ICT infrastructure. Moreover, due to the nature of IoT devices, it is difficult to apply currently existing
security solutions. As a result, IoT devices have easily become targets for cyber attackers, and malware attacks on IoT
devices are actually increasing every year. Even though several security solutions are being developed to protect IoT
infrastructure, there is a great risk to apply unverified security solutions to real-world environments. Therefore, verification
tools to verify the functionality and performance of the developed security solutions are also needed. Furthermore, just as
security threats vary, there are several security solution s that defend against them, requiring suitable verification tools based
on the characteristics of each security solution. In this paper, we propose an high-speed malware propagation tool that
spreads malware at high speed in the IoT infrastructure. Also, we can verify the functionality of the security solution that
detect and quickly block attacks spreading in IoT infrastructure by using the high-speed malware propagation tool.
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Fig. 20. Total propagation time and the number
of duplicate infections according to the number
of scan packets in the 6-divided and sequential
scanning method and the 6-divided and random
scanning method
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